Abstract-The number of small embedded devices connected to the Internet is increasing. This growth is mostly due to the large number of Internet of Things (IoT) deployments, with applications such as: industrial monitoring, home automation, and others. One common aspect with the majority of application areas is the lack of mobility. Most IoT devices are stationary and often use IEEE 802.15.4/6LoWPAN solutions. When a high level of mobility is required, the use of IEEE 802.15.4 is not possible without adding additional hardware for the user to carry.
I. INTRODUCTION
In the last few years, mobile devices have become more and more pervasive, and by the growth of the technology, their processing speed has increased resulting in the ability to develop more advanced mobile applications. Billions of smart devices will soon be connected to the Internet to form the Internet of Things (IoT) [1] . In the last years, the number of devices using technologies with support for IP (Internet Protocol) has increased.
With the increase of the number of connected embedded devices it becomes particularly important to enable intuitive and simplistic human-machine interface that allows the users to interact with these devices. This interface must allow the deployment of various IoT services for enhancing the quality of life, safety and productivity of mobile users in a number of application areas. Moreover, the users should not be required to learn new interaction models for every device or vendor, hence the interface should be based on standards that are not proprietary and are widely adopted.
One application area requiring mobile and robust sensor solution is the security field, specifically the personal security field. Combining and analyzing data from sensors in wearable electronics, cameras or sound collectors with secure communication is essential to technical solutions where the individuals security is in focus. An example of such a solution is a prototype developed by the Säktek cluster [2] of security and technology, where a combination of mobile sensor data is analyzed to create alarms that are transferred to operators using a secure mobile platform for further actions. A sophisticated network of devices ensures a highly mobile and robust solution which is essential for maintaining the individuals freedom while being monitored for specific purposes.
For mobile sensor applications, the following properties and requirements are important: devices must be of small size to not interfere with the user's daily life, communicate with standard protocols to allow maximum interpperability so that standard consumer devices can be used, and be low power so that the battery lifetime is extended. Example applications include: health care and elderly care [3] , security (policemen, firemen etc.), industrial application, as shown by Karnouskos et al. [4] , vehicle testing [5] and winter road conditioning [6] . Typical requirements for these types of applications ranges from a few data transmissions per hour (posture, position, temperature etc) to continuues data transmission with sample rates of several kHz (vibration, audio, CAN-bus, etc). Some of these applications could transmit sensitive information, therefore, the security is a really important requirement. In this paper, we discuss the security, but it is only part of the future work.
However, an often seen aspect is that proprietary communication protocols are used in many mobile applications. The use of non-standard communication protocols severely limits interoperability and makes it difficult to create new systems and services using existing hardware and software. A better solution would be to enhance the Internet of Things paradigm by having Internet-connected devices communicating using the Service-oriented architecture (SOA) approach. This would enable creation of Systems of systems and formation of a personal mobile sensor cloud where sensorand actuator nodes can cooperate directly with human users and standard consumer devices, such as smart phones and tablets, as well as the global Internet.
The paper is outlined as follows: Section II presents related work followed by enabling technologies -Section III, used for the proposed architecture. Sections IV and V present the architecture for mobile sensor clouds and the experimental setup, respectively. The results are presented in Section VI. Section VII outlines future work and the paper is concluded in Section VIII.
II. RELATED WORK
This section focuses on analyzing the state of the art of different technologies and research areas used in this paper.
1) Internet of Things:
The Internet of Things (IoT) is a concept of communication between people and smart objects, e.g. mobile phones and sensors, and communication among Internet connected devices. A number of applications rely on enabling the objects in everyday living environment to communicate with each other in order to exchange the information they have collected from their surroundings. One of the valuable applications is in transportation to use the traffic information for traffic control purposes. Healthcare is another example where IoT technology can be applied as well as disaster alerting or recovery in work environments such as mines [7] .
2) Mobile Cloud: Mobile phones have become a crucial part of people lives because of their computation and communication capabilities. While they suffer from deficiencies in performance (e.g. battery life, storage, and bandwidth) and in security (e.g. reliability and privacy) [8] , they are programmable and come with a variety of embedded sensors, such as microphone, camera, GPS, digital compass, gyroscope, and accelerometer. This collection of sensors enables applications in wide range of domains, such as healthcare, social networking, transportation, environmental monitoring, business, safety [9] . The data obtained from the sensors can be sent over the Internet to clouds where the data storage and data processing are performed. This concept can also be used to provide more computational capabilities for resource constrained IoT devices. An example of that is the thin server architecture proposed by Kovatsch et al. [10] where even low-level firmware functionality is executing in the cloud. The mobile cloud computing helps overcome the obstacles and deficiencies of the mobile phones, and brings a broad range of new services and facilities [8] .
3) Bluetooth PANs: Bluetooth is a specification for the use of low-power radio communications to connect wirelessly wide range of mobile electronic devices such as mobile phones, PCs, laptops, media players, tablets, ect. The distance range is not high, around 10 meters, but nevertheless this is sufficient to create Personal Area Networks (PANs). The relatively short range helps to increase the security as it is very difficult to eavesdrop the network.
Bluetooth is a mature and reliable technology with large number of development tools and extensive studies and information in the literature about Bluetooth and the PAN Profile [11] .
4) Wearable Electronics: Novel techniques on miniaturization in the semiconductor's world and the recent investigations on new materials with electromagnetic properties have opened up new ways to understand the electronic design.
The wearable electronics with a low power design could be a powerful tool to measure data on a human body with a low level of body-intrusion. Already now, the current technology allows to create a pseudo-complex wired(less) sensor network.
One of the most important things in wearable electronics is to avoid extensive use of wires. This is the main motivation of studies in wearable antennas [12] that aim to increase the performance with some extra features like more flexibility, waterproofness etc.
When it comes to sending data to the users there are different approaches that can be used -if the application requires visualization of some data it is possible to use a display directly on the clothes [13] or use special glasses (like Google Glass). The screens on the clothes can get more technical failures, but are more comfortable and less intrusive than the glasses. Another recent studies are focused on haptic displays using dielectric elastomers to recreate surfaces directly on fingers [14] .
The wearable sensors are an important tool to get data form the human body with the least level of intrusion. As an example, it is possible to take measurements of the level of oxygen in the blood, electrocardiograms, breath rate, temperature, blood pressure, skin humidity, level of stress etc.
III. ENABLING TECHNOLOGIES
In this section, a number of enabling technologies are presented together with their characteristics.
A. Wireless communication
A mobile (sensor) network, or Personal Area Network (PAN), is usually based on general-purpose technologies and protocols, and has higher processing capabilities than an average IoT or WSN device. PAN devices are more often used on, or in the vicinity of, human users.
Today, two of the most widely used radio technologies for personal networks found in mobile devices are WiFi and Bluetooth. WiFi is becoming more and more low power, but still cannot compare with Bluetooth. Especially the relatively new standard of Bluetooth 4.0 with the extension of Bluetooth Low Energy (BLE). Bluetooth Low Energy uses only a fraction of the power compared to Bluetooth 2.0. Even though IEEE 802.15.4 with 6LoWPAN is widely used for IoT applications, the technology is better suited for stationary monitoring as todays mobile phones are not supporting it. Therefore, the only way of using IEEE 802.15.4 with IPv6 in PAN is by using an additional gateway. This approach is feasible in some applications, but should be avoided when minimum size and low cost is important. In some simple cases, each sensor node can feature its own GPRS modem for easy Internet-connectivity, but this is a very costly solution. By using Bluetooth, no separate gateway is needed, and the user is not forced to have several SIM cards.
Bluetooth-equipped networked sensor nodes can achieve good interoperability with consumer devices, have lower power consumption than WiFi, and have a lower cost. Bluetooth is also by far the most widespread technology supported by existing consumer devices, which further makes it an interesting technology to use for Personal Area (Sensor) Networks. A sensor network composed of Bluetoothequipped EIS devices used in the context of sensor networks is called a Bluetooth Sensor Network (BSN). Regarding the communication security, Lindell et al. [15] showed that Bluetooth 2.1 can provide a good level of security. By using Bluetooth and the standard PAN profile, virtually any Bluetooth-enabled mobile phone can act as a gateway to the Internet.
B. CoAP (Constrained Application Protocol)
The IETF Constrained Application Protocol is an application-layer protocol designed to provide web services working with constrained nodes -devices using microcontrollers with small amounts of ROM and RAM, running 6LoWPAN network stacks with high packet error rates etc. The protocol is designed for low-power networking allowing the nodes to switch to sleep mode to extend their battery life.
CoAP provides a request/response interaction model between application end-points, supports built-in discovery of services and resources, and includes key concepts of the Web such as URIs, RESTful interaction, extensible header options, ect. CoAP easily interfaces with HTTP for integration with the Web while meeting specialized requirements such as multicast support, very low overhead and simplicity for constrained environments. CoAP runs over UDP unlike HTTP.
Some features of CoAP are:
• Two types of request messages: Confirmable Message (CON) -the message is retransmitted (maximum four times) with an exponential timeout waiting for an Acknowledged Message (ACK) or the correct response from the server. The second type is the NonConfirmable Message (NON) -the message is sent without any kind of response.
• The URI format allows the use of standard and specialized service endpoints. One such example is the resource discovery defined in RFC 5785 that uses the /.well-known/core path and the CoRE Link Format.
• CoAP also allows to send very big messages with a stop-and-wait mechanism called "blockwise transfers" (splitting messages).
C. Embedded Web Technologies
The user interactions in our platform are based on the web architecture. Key technologies to enable embedded RESTful web services, web linking and data representation are CoAP and Efficient XML Interchange (EXI) protocol for binary representation of XML structured information. The EXI format has W3C recommendation status [16] and is designed to increase the compactness and processing efficiency of XML data while keeping the compatibility with the XML Infoset.
By using EXI, XHTML visualization of the sensor data can be efficiently transmitted and processed and hence allowing the use of standard web technologies to interact with the sensor nodes through the user's mobile phone. The envisioned support in the mobile browsers of the IETF CoRE technologies such as CoAP, Observe, Blockwise transfers, CoRE Link Format; will enable the use of asynchronous RESTful client-server applications hosted on the sensor nodes.
IV. MOBILE CLOUD IOT PLATFORM
The architecture of the proposed IoT platform consists of the following components:
A. Network Connectivity for Mobile Devices
The devices part of the network architecture are Bluetooth-based sensor nodes and a standard mobile phone acting as an access point to the Internet. In our experiments we used the Mulle sensor platform shown in Figure 2 developed by Eistec AB [17] . One Mulle is used as an IProuter that is started by initiating a Bluetooth connection towards the mobile phone's access point service. When the router Mulle has established a Bluetooth PAN connection and acquired an IP-address using a DHCP client, it starts its own access point service. Other devices (Mulles, PDAs etc) can now connect to the router Mulle's PAN-NAP profile, using the PAN-U on the clients. When a client Mulle has an established connection, DHCP is used on both router and sensor Mulles in order to distribute IP addresses. The router Mulle also features a NAT (Network Address Translation) service, allowing up to seven sensors (clients) to share one The Mulle platform has low power consumption and its large number of I/Os make it a suitable component in mobile personal sensor networks. The Bluetooth version is capable of communicating with virtually any Bluetoothenabled devices, e.g. computers, PDAs and mobile phones, using only standard Bluetooth protocols and profiles. The inherent support for TCP/IP, by the lwIP stack [18] , enables the Mulle to transmit sensor data directly to the Internet without proprietary gateways or middleware services.
B. Application Services
The REST engine of our platform is based on a modified version of libcoap implementation first presented in [19] . The CoAP implementation covers Draft IEFT Core CoAP 11 [20] therefore the REST Engine provides functions to initialize and configure a RESTful Web service resources according to the layered model presented in Figure 3 . 
C. Cloud Integration
Integration of server applications, mobile phones and sensors is based on the SOA approach. A server has the ability to communicate with mobile devices or furthermore connect to each sensor directly. Each sensor node, a Mulle v3.1, is connected to a mobile device and communicates with the server via the Internet provided by the mobile device (as shown in Figure 4 . The server is composed of several services which can be integrated in mobile phones or can be distributed on cloud infrastructure. Additional services, such as data filtering, alarm management and others, can be implemented on the sensor nodes as well. Some services that are important for the proposed mobile platform are listed below:
1) Configuration service -it is used by all the devices to get a configuration parameters such as the IP and port addresses of all other services. 2) Time service -it is used to synchronize the devices. 3) Proxy service -facilitates the communication with the sensors and other mobile devices.
4) Filter service -the data is analyzed and filtered. 5) Alarm service -based on certain rules it warns the user for possible critical conditions through a SMS, email or other mechanisms. 6) Historian service -collects the data and stores it. The server has the ability to communicate with the devices in different types of formats such as text, binary, XML, and EXI. The advantage of the text format is its convenience when reading, but it is hard to parse. Binary is efficient to communicate, but requires external tools to make it readable by users. XML is understandable and very well structured, but the size of its messages is big and it is much worse to parse compared to binary formats. EXI has smaller size and it is very efficient to process and easy to transfer.
The proposed SOA architecture can be deployed on three different network levels, or a combination of the three levels. Each level provides its own set of requirements, restrictions and performance. The levels are: 1) Node: The first level is the local mobile network of sensor-and actuator platforms. Deployed services on this level allows for maximum performance since no data need to be transmitted to the Internet and back just for two nodes to communicate. Instead services can be invoked with a minimum of overhead. Deploying services on node/network level will also allow the mobile cloud to function where no Internet connectivity exists, such as in very rural areas or in mines for example.
2) Network: The second level is to rely on a SOAenabled gateway. This approach has the advantages that a mobile phone or a typical sensor network gateway [21] has drastically more processing power, memory and bandwidth. Disadvantages are that not any mobile phone can be used since the phone must support TCP/IP and SOA.
3) Internet: The third level is the global Internet. By deploying services on web servers or even data centers, all limitations of processing power are mitigated. However, more data must be sent and received by the sensor-and actuator nodes since much of the control logic has been moved out of the local mobile cloud. Integration of Internet services and sensor node is currently an important research field, see for example [22] .
Since a user might want to be able to configure his or her network in an optimal way, a combination of the three levels might be desirable. By dynamically utilize services at different levels, an optimum on performance and power consumption can be achieved. For example, several sensors can cooperate using level 1 in order to detect an anomaly. When a deviation from the normal is detected, one or several services can be utilized on the gateway level, thereby allow services with relatively high memory and processing power to be utilized. Finally, when alarms are to be generated, or other systems and services could be invoked, the third level could be used to offload node and gateway devices.
D. Human Machine Interaction
Another component of the proposed IoT platform is a standard-based human machine interface that supports visual input and output to small embedded nodes.
The advancements of micro electronics in the last decades have led to lowering the cost and size of computing hardware to levels that allow the integration of embedded devices into everyday objects and activities a.k.a. ubiquitous computing. The first developments in this area can be traced back to the work of Mark Weiser in the late 80s and early 90s [23] who stressed the importance of intuitive interface between the humans and the computing devices. The web technologies have since enabled the fusion of digital and real worlds by providing a simple yet intuitive platform to interact with cloud services and virtual reality platforms. While the development of more advanced techniques to interact with IoT devices are available and will play important role in the future [24] , our focus is on enabling the web technologies on IoT devices. By using the touch displays available in the current mobile phones, the mobile users can interact with the sensor and actuator devices in a intuitive and standard-based manner.
E. Communication Security
Our focus in this work is on analyzing the different security levels that could be implemented in our system while taking into account the energy consumption and performance of different solutions. Currently, we identified a set of possible technologies on different layers of the proposed design (see Table I ). As usual, a higher level of security requires more CPU cycles, and hence increased cost and latency, and a bigger packet size, which directly involves a greater expenditure of energy, and could be critical on mobile devices as this shortens the battery life of the devices. The level of security depends on two distinct types of solutions because there are two kinds of connections. In a Point-to-Point (P2P) connection the communication is among nodes of the same PAN and here it is possible to use the CoAP ncryption and SAFER+ for Bluetooth. This connection is used also to connect all the nodes of a PAN to the router. In a Point-to-Internet (P2I) connection the communication is between the router of the PAN and the server and in this case it is possible to use the same security modes but there is another possibility i.e. IPsec. The security on the CoAP layer has 3 modes (Security section of IEFT CoAP 11 [20] ):
• PreSharedKey: DTLS is enabled and there is a list of pre-shared keys and each key includes a list of which nodes it can be used to communicate. At the extreme there may be one key for each node that a particular CoAP node needs to communicate with (1:1 node/key ratio).
• DTLS is enabled and the device has a raw public key certificate that is validated using an out-of-band mechanism. The device also has an identity calculated from the public key and a list of identities of the nodes it can communicate with.
• Certificate: DTLS is enabled and the device has an asymmetric key pair with an X.509 certificate that binds it to its Authority Name and is signed by some common trust root. The device also has a list of root trust anchors that can be used for validating a certificate.
V. EXPERIMENTAL SETUP
The constrained REST engine implementation used in this work is based on the IETF CoAP [20] draft. The UDP layer on Mulle sensor nodes is callback-based (RAW API [25] ). This does not allow the use of sockets and the specific socket functions. During the programming design step, we focused on maximum performance of the code to get the maximum rate of packets per second as well as low-power features.
The Mulle software has a full set of control functions to manage the parameters of the UDP connections (with optimized power-consumption). In order to manage all the incoming and outgoing messages, the libcoap queuing mechanism for CoAP packets was extended to store the data of the connection including IP addresses, ports, number of retransmissions, etc.
The incentive for this design of the Mulle nodes software is to enable the sensor to communicate its data to a server.
In this scenario the software has to be able to manage all the connections (low number if possible) and create new packets (take data from the sensors, analyze the data and compress several samples in a new packet). To do that, the sensor nodes have to use events (interrupts), timers and callbacks. Specifically for our use cases, any sensor is able to dispatch 6 CoAP packets (Non Confirmable Messages) every 250 ms and check the incoming queue for new messages.
As with all constrained embedded devices, the memory consumed is one of the biggest problem especially on devices with network connectivity where the connection state needs to be stored. In CoAP the maximum packet size is defined as 1.4 kB and all the incoming messages need to be saved in memory together with the conformable messages. This can be a huge problem in some applications requiring the traffic to be routed through a busy proxy node. However, this is not a problem on the final sensor nodes because they must send data primarily with Non Confirmable Messages (NON). To prevent overflows during the packet saving step, the system should have a limit on the number of packets that can be saved at the same time on the Mulle's packet queues, defining two types of limits: an outgoing limit for Confirmable Messages (COM) and an incoming limit for the received messages. One of the powerful features of CoAP is the packet-retransmission of Confirmable Packets (see section III-B), but this could create problems on the receiver because it might store the same packet more than one time. To prevent multiple allocations in memory of the same data the system has to check (only) the previous packet ID and save it only if this ID is not already in memory (it is very important do this step exactly when an incoming message is received, not when the content of the packet is analyzed).
In this system, one node can receive requests from a server or from another node. As the response generation could take a long time, it is required that separate responses are used to prevent unnecessary request retransmissions or even a request timeout. This method is based on sending an empty ACK when a packet is received and then, when the answer is ready, sending a CON message.
The communication between the server and client applications is facilitated by the use of services, as time services, log, security, etc. According to the idea of dynamic services, the clients are able to send a request to the server about a list of available services and use any of them at run-time.
The advantages of this design are the possibility to do updates (the system allows to add new services to the server without modifications on the clients) and the intuitive mapping of the service endpoints to the server resources by URLs.
VI. RESULTS
To evaluate our design, we created a test to measure the memory footprint and the quality of our design between a server and a Mulle sensor node. For this test we used a PC with Ubuntu 12.04 as a server running our version of CoAP server and another tools like echo programs and network analyzers. We used an Android 2.3.7 mobile phone to create the Bluetooth PAN which was connected to the Internet by a wireless LAN. It is important to note that in this process we did not use any additional software on the phone. The software of the Mulle nodes has been compiled with the m32c-elf-gcc (GCC) version 4.4.3. For the performance tests on the transmission and reception we measured the latency for 10.000 messages (samples) for different payloads between 0 and 256 bytes. The memory footprint is mostly of interest on the Mulle devices in our mobile cloud design, because the other devices has much more resources that are needed. Table II shows a detailed memory footprint of our implementation of CoAP for Mulle sensor nodes.
A. Memory Footprint
The system requires 29.5 kB of RAM memory, the reserved memory for new incoming/outgoing packets is 6.1 kB, but it could be bigger if the applications requires it.
B. Transmission Performance
The nodes (Mulles) have been designed mainly to send data to the server or other systems, thereby the sending rate is a very important feature. Figure 5 shows the result of sending multiple messages with different size of the payload (10.000 packets per payload size), as expected the latency is increasing with the payload size.
C. Reception Performance
Another interesting thing is the incoming packet rate. In this case the type of the incoming CoAP packet has to be ignored to disregard the time of package management. Figure 6 represents the time for CoAP packet reception (including the time for critical package testing) versus the payload of these packets. If the latency of the incoming and outgoing packets is compared, one can observe that the reception is much faster than transmission. This is a good feature that prevents packet loss during the communication between two identical systems. This asserts that the communication should be stable and should not create blockages. 
D. Configuration and Data Visualization
In order to validate our approach of visualizing and interacting with sensor and actuator devices by using standard web technologies we performed some preliminary tests. As discussed earlier our main enabling technology in this area is EXI that allows us to compress and process more efficiently XHTML input and output on embedded nodes with limited memory and computing capabilities. By using standard web technologies the human interactions follow a familiar and intuitive pattern already used in the world wide web and thus the learning curve for the users is not steep. Moreover, the use of embedded XHTML/EXI servers on the nodes eliminates the need of special software installed on the users' mobile phones -it is sufficient to have an Internet browser.
A typical use of our approach is to visualize sensor data and control the embedded nodes behavior. A sample XHTML that supports this functionality is given in Figure 7 rendered by smart phone browser. The size of this XHTML when represented in text form is 1137 bytes. By using EXI representation the same document takes only 390 bytes -that is 34.3 % of the original size. Moreover, the processing efficiency is also improved and hence the requirements on RAM and CPU are less severe. While the suggested XHTML/EXI embedded server component has not been implemented in the present work, the achieved compactness suggests that in many scenarios the use of EXI-based web technologies will be beneficial. Future implementations can also use an optimized XML schema, instead of the generic XHTML schema used in this example. An optimized schema can better describe the concrete XHTML document to achieve even higher efficiency in terms of compactness and processing as compared to generic one.
VII. FUTURE WORK
For some applications, such as process monitoring, health care, and vehicle testing, a reliable stream of sensor data is important. This is especially true for high-frequency data such as vibration data, audio signals, CAN-bus data, etc. In order to fully support these types of applications, the system should be enhanced with support for Quality of Service (QoS).
Another important feature is dynamic configuration and re-configuration of sensors. Using event-based communication with the support of an advanced rule-based scriptinglanguage would enable users to create filters and rules for events that the sensors should detect.
Another important issue is security. It is a very important feature for data streams sent over public networks such as the Internet. In the proposed architecture security has two different levels; the first level is the local wireless network (using Bluetooth) and the second one is the Internet. Currently, the Mulle platform does not support security on Bluetooth, IP, or UDP layers except for simple PINcode pairing, but as shown in Table I , the possible security features of these layers are enough to get a good level of security on the complete system. Implementing security mechanism is however outside of the scope of this paper.
VIII. CONCLUSION
In this paper, a new architecture for mobile cloud sensor applications based on the Internet of Things approach is presented. The architecture consists of Bluetooth-based low-power sensor nodes communicating using standardized protocols and profiles. The use of a user's mobile phone and the mobile telephone access network allows true mobility. Furthermore, the use of CoAP and the Service-oriented architecture (SOA) paradigm allows a multitude of services and features to be accessible from the user's local sensor cloud as well as on the global Internet. In this architecture, services executing on sensor nodes, the user's mobile phone or pad, or even on the Internet, can collaborate in order to exchange data and perform distributed processing.
Performed experiments and tests show that the proposed solution is a viable solution for standards-based high performance sensor and actuator platforms. The proposed architecture can be used in applications that require a high level of mobility with requirements on small size, low power consumption yet the need to be able to communicate with standard consumer products and services. Two application areas; personal safety and security and vehicle testing, which both require a very high level of mobility is presented as use-cases, and the results are mapped toward these cases.
